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Introduction

I Complex field: If a and b are m− degree polynomials,
a ∗ b = a⊗ b, O(m2). Convolution theorem:
a⊗ b = F−1(F (ā)� F (b̄)), O(m log m).

I Finite fields: Can we use the same technique to multiply
elements in GF (pm) represented in the polynomial basis?

I Problems:

1. The DFT→ NTT of length d exists over GF (p) iff d |p − 1.
2. Reduction mod the irreducible polynomial defining GF (pm).

I This talk: Multiplication in GF (pm) defined by an irreducible
trinomial xm − xn − 1 can be performed in O(m log m) time.
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Useful concepts

I A matrix whose descending diagonals are constant is called Toeplitz.

I A Toeplitz matrix such that every row after the first is obtained by a
right circular shift from the previous row is called circulant.

I Any m ×m Toeplitz matrix can be embedded in an L× L circulant
matrix, where L ≥ 2m − 1.

I Let C be a circulant n × n matrix and let x be a vector of length n.
Then Cx = c ⊗ x , where c is the first column of C .
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The Mastrovito matrix:
GF (2m) defined by an irreducible trinomial xm + xn + 1

I Avoid polynomial mod reduction: convert c = a ∗ b
mod xm + xn + 1 to c = Zb, where Z involves the coefficients
of a.

I Extend Mastrovito’s idea to GF (pm), p odd and xm − xn − 1
irreducible over GF (p).
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Polynomial multiplication as a matrix-vector product:

a ∗ b = Mb, where

M =



a0 0 0 · · · 0 0
a1 a0 0 · · · 0 0
...

...
...

am−2 am−3 am−4 · · · a0 0
am−1 am−2 am−3 · · · a1 0

0 am−1 am−2 · · · a2 a1

0 0 am−1 · · · a3 a2

...
...

...
0 0 0 · · · am−1 am−2

0 0 0 · · · 0 am−1


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Polynomial multiplication as a matrix-vector product: a ∗ b = Zb

Z =


M0 + cm,0Mm + cm+1,0Mm+1 + · · ·+ c2m−2,0M2m−2

M1 + cm,1Mm + cm+1,1Mm+1 + · · ·+ c2m−2,1M2m−2

...
Mm−1 + cm,m−1Mm + cm+1,m−1Mm+1 + · · ·+ c2m−2,m−1M2m−2

 ,

where Mk is k − th row of M and each ci,j satisfies

αi = ci,0 + ci,1α + · · ·+ ci,m−1α
m−1.
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A Toeplitz variant of the Mastrovito matrix

Lemma
If GF (pm) is defined by an irreducible trinomial of the form xm − xn − 1,

then Z ′ =

(
last m rows of Z
first n rows of Z

)
is Toeplitz.

Remarks

i. Z ′ is completely defined by its first row:

Mn + cm,nMm + cm+1,nMm+1 + · · ·+ c2m−2,nM2m−2.

ii. For odd p, coefficients cm+i ,n are either 0, 1, or 2.
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A Fast Multiplication Algorithm

Theorem
Let p = t2k + 1, t odd, be a prime and let m be such that 2k ≤ 2m− 1. If
xm − xn − 1 is irreducible over GF (p) for some n, then the multiplication
in GF (pm) can be performed with O(m log m) mod p operations.

Algorithm

0. Compute the size of the NTT: L = 2r , where r = 1 + dlog 2me.

1. Compute the first column of Z ′:

a′ = [an, an+1, . . . , am−1, a0, . . . , an−1,

L−(2m−n)︷ ︸︸ ︷
0, . . . , 0 , s1, . . . , sm−1].

2. b′ = b padded with L−m zeros.

3. Compute F−1(F (a′)� F (b′)), where F denotes an NTT of size L.
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Computation of si :
Case 1. m

2
≤ n < m⇒ a′ can be computed in O(m log m)


s1

s2

...
sm−1

 =



0
...
0
a0

a1

...
an−1


+


cm,n cm+1,n · · · c2m−2,n

0 cm,n · · · c2m−3,n

...
...

...
0 0 · · · cm,n




a1

a2

...
am−1


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Computation of si :
Case 2. 1 ≤ n < m

2 ⇒ a′ can be computed in O(m)

(a) For n = 1,

si =

{
ai + ai+1, if 1 ≤ i ≤ m − 2
am−1, if i = m − 1

(b) For n > 1,

si =

 ai + an+i−1 + am−n+i−1, if 1 ≤ i ≤ n
ai + an+i−1, if n < i ≤ m − n
ai + ai−(m−n), if m − n ≤ i ≤ m − 1
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Example

GF (2576) defined by x6 − x − 1

• p = 257 = 28 + 1, m = 6, n = 1 < m
2 .

• a = [a0, a1, a2, a3, a4, a5], b = [b0, b1, b2, b3, b4, b5] in GF (2576).

• Apply Algorithm 1 to compute a ∗ b :

0. Compute length of the NTT: L = 21+dlog 26e = 16.
1. Compute the first column of Z ′ :

a′ = [a1, a2, a3, a4, a5, a0, 0, 0, 0, 0, 0, a1 + a2, a2 + a3, a3 +
a4, a4 + a5, a0 + a5].

2. Pad b with zeros:
b′ = [b0, b1, b2, b3, b4, b5, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0].

3. Compute c = a ∗ b = F−1(F (a′)� F (b′)).

Edusmildo Orozco, Dorothy Bollman, Edgar Ferrer eorozco@uprrp.edu bollman@cs.uprm.edu eferrer@cs.uprm.edu University of Puerto RicoFinite Field Multiplication via Number-Theoretic Transforms



Outline
Introduction

The Mastrovito matrix
A Fast Multiplication Algorithm

Timings
Conclusions
References

Running time ratios for multiplication in GF (65537)
xm − xn − 1, n < m

2

m NTT size tM /tN tS /tN

67 256 0.38 0.67
97 256 0.78 1.38

127 256 1.33 2.35
132 512 0.65 1.37
193 512 1.37 2.41
251 512 2.31 4.07
260 1024 1.13 1.99
390 1024 2.52 4.44
512 1024 2.37 7.63
516 2048 2.01 3.55
758 2048 4.33 7.65

1024 2048 7.88 13.9
1030 4096 3.68 6.50
2047 4096 14.50 25.50
2050 8192 6.72 11.90
4096 8192 27.00 47.30
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Conclusions

1. Is there a criteria for determining, given an odd prime
p = t2k + 1 and m ≤ 2k +1

2 , whether or not there exists an
n < m such that xm − xn − 1 is irreducible over GF (p)?

2. Given any positive integer m0, does there exists an integer
m > m0 and a prime p = t2k + 1 such that 2k ≥ 2m − 1 and
xm − xn − 1 is irreducible over GF (p) for some n < m?

3. For primes 3, 5, 17, 65537, and 12287 we have performed
extensive searches of irreducible trinomials xm − xn − 1.
Except for p = 3 and p = 5 we have found numerous such
polynomials. For instance, for p = 65537, m ≤ 1024 and
some n < m, we found 342. Out of these, 242 have the
property that n < m

2 .
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